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How to use this guide

This workbook is completely self-contained with built-in calculation worksheets, templates, and tracking tools. No external
spreadsheet required - everything you need is included in the sections below.
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Phase 1: Foundation and research

Timeline: 4-6 weeks

STEP1

Week 1 - Understand your business context

Objectives: Build a comprehensive understanding of your organization's financial structure, strategic priorities, and
operational dependencies.

<

Action ltems Meet with finance leadership

» Schedule 1-hour meeting with CFO or Finance Director

» Understand budget cycle timeline and submission requirements
» Learn about financial metrics they value most

» Ask about previous security budget discussions and outcomes

<

Review financial documents

« Annual reports and financial statements
 Strategic planning documents

* Quarterly business reviews

* Revenue and cost center analysis

<

Calculate business metrics (use Worksheet A below)
« Determine revenue per hour and per minute
« Identify peak operating hours and critical business periods

* Map revenue streams to IT infrastructure dependencies

<

Document strategic context (use template below)

Completed business context worksheet

STEP 2

Week 2-3: Conduct comprehensive risk assessment

Objectives: Quantify your organization's cyber risk exposure using data-driven analysis and three-point estimation
methodology.

Action ltems v Identify threat scenarios
* Research your industry's most common threats
» Review incident reports from similar organizations
» Consult threat intelligence sources

» Focus on scenarios that would materially impact business operations
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Action Items (cont.) v Gather probability data
* Industry reports (Verizon DBIR, insurance data)
» Government statistics (FBI, CISA)
» Peer networking and information sharing

 Historical internal incident data

v Calculate business impact (use Worksheet B below)
« Direct costs (ransom, recovery, legal)
» Business interruption (lost revenue, productivity)
* Regulatory fines and penalties
* Reputation and customer impact

» Long-term business effects

Three-point estimation » High case (P90): The almost-worst-case scenario (30% probability weighting)
method, for each risk « Median case (P50): The most likely outcome (40% probability weighting)
scenario, estimate: « Low case (P10): The almost-best-case scenario (30% probability weighting)

Risk assessment summary with expected annual loss calculations

STEP 3

Week 3-4: Assess current security posture

Objectives: Build a comprehensive understanding of your organization's financial structure, strategic priorities, and
operational dependencies.

Action ltems v Security maturity assessment
» Use established framework (NIST, ISO 27001, CIS)
* Document current capabilities and gaps
» Rate maturity level for each domain

« ldentify critical weaknesses

v Gap analysis (use Worksheet C below)
« Map current controls to risk scenarios
+ Identify where you're most vulnerable
 Prioritize gaps by business impact

« Consider regulatory requirements

v Currentinvestment analysis
« Document existing security spending
» Evaluate effectiveness of current controls
« Identify redundancies or inefficiencies

 Calculate current risk coverage

Current state assessment with prioritized gap analysis
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Phase 2: Stakeholder alignment

Timeline: 2-3 weeks

STEP 4

Week 5-6: Build your coalition

The pre-approval strategy: Never surprise stakeholders in a budget meeting. Build support beforehand through individual
conversations and small group sessions.

Action ltems v Stakeholder mapping (use Worksheet D below)

v Individual stakeholder meetings
» Schedule 30-minute one-on-one meetings
* Present preliminary findings
« Listen for concerns and feedback

» Adjust approach based on input

v Technical validation sessions
* Review with IT leadership for technical accuracy
» Getinput from compliance team on regulatory requirements

» Validate assumptions with operations teams

Meeting Structure * Minutes 1-5: Context and purpose
(30 minutes) * Minutes 6-15: Present relevant risk data

* Minutes 16-25: Discuss their concerns and priorities

¢ Minutes 26-30: Next steps and follow-up
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Phase 3: Presentation and approval

Timeline: 2-3 weeks

STEP S5

Week 7-8: Create your presentation

The pre-approval strategy: Lead with financial impact, support with technical details. Your audience are business leaders,
not technical professionals.

Structure your narrative v Opening (5 minutes): Executive summary
« Bottom-line financial impact

* Clear ROI statement

» Specific ask and expected outcome

v Middle (15 minutes): Business case
* Quantified risk landscape
 Investment strategy and rationale

» Implementation timeline and milestones

v Closing (5 minutes): Decision points
* Clear next steps
» Specific approvals needed

« Timeline for implementation

Key messages Primary message (30 seconds):

framework « "We're requesting $[X] to protect $[Y] in identified annual risk exposure, delivering a
[Z]:1 return on investment."

Supporting messages (2 minutes each):
1. Risk quantification: "Here's exactly what we stand to lose..."
2. Business alignment: "These investments directly support our strategic priorities..."

3. Implementation plan: "Here's how we'll deliver measurable results..."
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Phase 4: Post-approval execution

Timeline: Ongoing

STEP 6

Ongoing: Implement with accountability

The credibility building phase: Your execution becomes the foundation for future budget requests. Track and
communicate progress consistently.

Implementation Month 1-3: Foundation
framework - Detailed project planning
* Vendor selection and procurement
» Team assignments and training

« Baseline metric establishment

Month 4-9: Deployment
« Phased implementation
* Regular progress reporting
* Issue escalation and resolution

« Stakeholder communication

Month 10-12: Optimization
+ Performance measurement
+ ROl validation
* Lessons learned documentation

* Next cycle planning
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Calculation worksheets

WORKSHEET A

Business metrics calculator

Company financial data

Annual Revenue: $ Revenue per Minute = Hourly Revenue + 60

Number of Operating Days per Year: (typically Revenue per Minute = $ +60=$

250-365)

Daily Operating Hours: (e.g., 8,16, 0r24) Peak Hours Revenue Multiplier: (typically 1.5-3x)
Peak Hour Revenue = Hourly Revenue x Multiplier

CALCULATIONS: Peak Hour Revenue = $ x =$

Daily Revenue = Annual Revenue + Operating Days per Year

Daily Revenue = $ =+ =$

Hourly Revenue = Daily Revenue + Daily Operating Hours
Hourly Revenue = $ = =$

Critical business periods

Peak Business Hours:
Peak Revenue Days/Periods:
Critical System Dependencies:

WORKSHEET B

Risk assessment calculator

Risk scenario #1

Scenario Name: CALCULATIONS:

Annual Probability: % (convert to decimal: ) Mean Event Loss = (0.3 x High) + (0.4 x Median) + (0.3 x Low)
MeanEventLoss=(0.3x$___ )+ (0.4x$__ )+ (0.3x

THREE-POINT ESTIMATION: S_ )

High Case (P90): s Mean Event Loss = $ +$ +$ =

Median Case (P50): $ S

Low Case (P10): $
Expected Annual Loss = Mean Event Loss x Annual
Probability
Expected Annual Loss = $ x =$

Risk scenario #2

[Reference Risk Scenario #1]

Risk scenario #3

[Reference Risk Scenario #1]

CYBERRESILIENCE.COM 08



CISO BUDGET APPROVAL WORKBOOK I‘esilience

TOTAL expected annual loss

Scenario1: $
Scenario 2: $
Scenario 3: $
[Add more scenarios as needed)]

TOTAL: $

WORKSHEET C

ROI and budget calculator

Proposed security investments

Investment Category 1: Investment Category 3:

Cost: s Cost: s

Risk Scenarios Addressed: Risk Scenarios Addressed:

Risk Reduction Percentage: % Risk Reduction Percentage: %
Investment Category 2: TOTAL INVESTMENT REQUEST: $
Cost: $

Risk Scenarios Addressed:

Risk Reduction Percentage: %

ROI calculation

Total Expected Annual Loss (from Worksheet B): $ Payback Period = Total Investment + Annual Risk Reduction
Average Risk Reduction Percentage: % Value

Annual Risk Reduction Value = Total Expected Annual Loss x Payback Period = $ +$ = years

Risk Reduction %

Annual Risk Reduction Value = $ x % =

S

ROI Ratio = Annual Risk Reduction Value + Total Investment
ROl Ratio=$ +$ = 01

WORKSHEET D

Stakeholder analysis

Decision makers

Name: Role: Name: Role:

Influence Level (1-10): Support Level (1-10): Influence Level (1-10): Support Level (1-10):
Key Concerns: Key Concerns:

Preferred Communication Style: Preferred Communication Style:

Main Objections to Prepare For: Main Objections to Prepare For:

Key influencers

[Repeat format for each influential stakeholder]

Coalition building strategy

Who to approach first:
Key messages for each stakeholder:

Success metrics for each conversation:
Follow-up timeline:
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WORKSHEET E

Progress tracking
Decision makers
SECURITY INVESTMENT PROGRESS REPORT RISKREDUCTION PROGRESS:
Month: Year: Baseline risk exposure: $
Current risk exposure: $
EXECUTIVE SUMMARY: Risk reduced to date: $
Overall progress: ___ % complete Progress toward target: _ %
Budget utilization: ___ % of approved amount
Key milestones achieved this month: ISSUES AND MITIGATION:
Upcoming priorities next month: Current challenges:
Mitigation strategies:
FINANCIAL PERFORMANCE: Support needed:
Approved budget: $
Spent to date: $ NEXT MONTH PRIORITIES:
Remaining budget: $ 1.
Projected final cost: $ 2.
3.
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Templates

Business context worksheet template

BUSINESS CONTEXT WORKSHEET Strategic Priorities (Top 5):
1.

Company Overview: 2.

- Annual Revenue: $ &

- Primary Revenue Streams: 4,

- Operating Model: 5.

- Peak Business Hours:

Critical IT Dependencies:

Financial Metrics (from Worksheet A): - Revenue-generating systems:
- Revenue per Hour: $ - Customer-facing platforms:

- Revenue per Minute: $ - Internal operations:

- Customer Acquisition Cost: $ - Third-party integrations:

- Average Deal Size: $
Budget Process:
- Submission deadline:
- Review committee:
- Decision timeline:

- Budget cycle:
Risk scenario documentation template
RISK SCENARIO WORKSHEET Median Case (P50): $
- Assumptions:
Scenario Name: - Impact factors:
Description:
Low Case (P10): $
- Assumptions:
Industry Data: - Impact factors:
- Annual probability for similar orgs: %
- Average impact in industry: $ Calculations:
- Source of data: - Mean Event Loss: $

- Expected Annual Loss: $
Business Impact Analysis (use Worksheet B):

High Case (P90): $ Supporting Evidence:
- Assumptions: - Similar incidents:
- Impact factors: - Expert opinions:

- Insurance data:

Email Templates

Pre-budget stakeholder meeting request

Subject: Brief discussion on upcoming security budget planning

Hi [Name],

As we approach the budget planning cycle, I'm working on our cybersecurity investment strategy for next year. I'd appreciate 30
minutes of your time to share some preliminary findings and get your perspective on how security investments can best support

[their department's] objectives.

I've been quantifying our risk exposure and would like to show you how potential security incidents could impact [specific
business area they care about]. The goal is ensuring our security investments align with broader business priorities.

Would [propose 2-3 time options] work for a brief discussion?

Thanks,
[Your name]
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Post-approval communication-Approval Communication**

Subject: Cybersecurity Budget Approved - Implementation Timeline
Team,
Great news - our cybersecurity budget request has been approved! Thank you for your support throughout the process.

Approved Investment: $[amount]
Expected Risk Reduction: $[amount]
Implementation Timeline: [dates]

I'll be providing monthly progress updates and welcome your continued partnership as we implement these critical security
improvements.

Next steps:

- Implementation kickoff: [date]

- First progress report: [date]

- Stakeholder review meeting: [date]

Thanks again for your support.

Best regards,
[Name]

Risk Communication Template

[RISK SCENARIO NAME]

Business Impact:
This scenario could result in [specific business impacts] affecting our ability to [specific business functions]. Based on industry
data, organizations like ours face this threat with [X]% annual probability.

Financial Exposure:

- Expected Annual Loss: $[amount]
- Potential range: $[low] to $[high]

- Primary cost factors: [list top 3]

Current State:
Our current controls provide [description] protection against this scenario. Key gaps include [specific vulnerabilities].

Proposed Investment:
s[amount] investment in [specific controls] would reduce this risk by approximately [X]%, protecting $[amount] in annual
exposure.

ROI Analysis:

- Investment: $[amount]

- Risk reduction value: $s[amount]
- Net benefit: $[famount]

- Payback period: [timeframe]

This material is provided for informational purposes only. Accordingly, this material should not be viewed as a substitute for guidance and recommendations of a trained professional. Additionally,
Arceo Labs, Inc. d/b/a Resilience and its affiliates and subsidiaries (collectively, "Resilience") does not endorse any coverage, systems, processes, or protocols addressed herein. Any references to
non-Resilience Web sites are provided solely for convenience, and Resilience disclaims any responsibility with respect to such Websites. To the extent that this material contains any examples,
please note that they are for illustrative purposes only. Additionally, examples are not intended to establish any standard of care, to serve as legal advice appropriate for any factual situation, or to
provide an acknowledgment that any factual situation is covered by Resilience.
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How to build a defensible cybersecurity budget

Getting your cybersecurity budget approved can feel like
trying to explain quantum physics to your cat. You know
exactly what you need to protect your organization, but when
you walk into that budget meeting with your carefully crafted
list of security tools and controls, you're met with glazed
looks and head-spinning questions about ROI.

The problem isn't that leadership doesn't care about
security—it's that we're speaking different languages. While
you're talking about threat vectors and compliance
frameworks, they're thinking about cash flow and
shareholder value.

The good news? You can learn to speak their language, and
when you do, your budget requests become not just
defensible—they become compelling.

What makes a cybersecurity
budget truly defensible?

Before we dive into the how, let's establish the what. A
defensible cybersecurity budget isn't just a wish list of
security tools justified by fear, uncertainty, and doubt. It's
something much more sophisticated.

A defensible security budget is a set of allocated costs that
serve the strategic objectives of the organization based on
a choice of controls that maximizes capital efficiency in an
uncertain world.

That's the definition that matters to the people who sign the
checks—your CFO and finance team. Let's unpack what this
really means:

» Allocated costs support actions intended (but not
guaranteed) to carry you toward a goal

» Strategic objectives relate to why your organization
exists at all

» Capital efficiency relates to the wise and productive use
of cash in arisky world

Combined, this means your budget acknowledges it might
not achieve every objective, but it's far less risky than
budgets based solely on technical wish lists and compliance
checklists. No one can guarantee your budget will achieve its
goals—wishful thinking isn't allowed here. This is precisely
why risk quantification becomes your secret weapon.

Understanding what finance
teams really want

To build a budget that resonates with financial decision-
makers, you need to think like them. Their primary objective
is maximizing shareholder value, and everything else flows

CYBERRESILIENCE.COM

from there. While this might seem removed from your day-to-
day security concerns, it's actually the key to unlocking budget
approval.

The four pillars of financial success

Every CFO thinks about business success through
four fundamental lenses, and your security budget
needs to address each one:

@ Maximize revenue

Revenue is the top line that makes everything
else possible. When you protect customer
data, maintain system uptime, and preserve
brand reputation, you're directly supporting
revenue generation. Your security controls
aren't cost centers—they're revenue
protectors.

©® Minimize operating costs

This doesn't mean cutting costs
indiscriminately. It means optimizing spending
to eliminate waste while maintaining
effectiveness. When your security program
prevents a costly breach that would require
expensive incident response, legal fees, and
regulatory fines, you're keeping operating costs
right-sized.

©® Maximize capital efficiency

This is about the wise use of cash to
accomplish desired outcomes. Finance teams
love investments where they can put in $100
and reasonably expect to get back $150 or
more. They hate investments where they putin
$100 and have no idea what the return might be
—or worse, expect to get back less than they
invested. Your job is to show how security
investments generate positive returns through
risk reduction.

O Preserve treasury integrity

The corporate treasury is like a financial
cushion for stormy days. When a major incident
strikes, it's this reserve that gets tapped to
cover unexpected costs. Your security budget
serves as insurance that limits how much of
this precious reserve gets depleted when
things go wrong.
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Building the connection
between security and
business value

Now comes the crucial part: connecting your security
capabilities to these financial objectives. This isn't about
making up numbers or overselling benefits. It's about
creating a clear, logical pathway that shows how your
proposed controls support broader business goals.

Start with established frameworks like NIST's Cybersecurity
Framework, but don't stop there. Map each capability
through a chain of business impact. For example:

* Threat detection and response — Reduced incident
duration — Maintained business continuity — Protected
revenue streams

» Data encryption and protection — Regulatory
compliance — Maintained market access — Revenue
enablement

The goal is demonstrating plausible pathways by which your
security capabilities flow through intermediate business
objectives on their way to maximizing shareholder value.
This mapping exercise becomes the narrative foundation for
defending your quantitative budget justification.

Quantifying your value at risk

Here's where things get interesting. To build a truly
defensible budget, you need to put numbers on the risks
you're trying to control. | know what you're thinking: "How
can | possibly estimate the cost of a cyberattack? I've never
dealt with a major breach before!"

Luckily, you don’t need to know the total cost of a
ransomware attack in order to estimate the cost of its
components:

* How much revenue do you generate per hour of
operations?

* What would 24 hours of downtime cost in lost sales?
* How much would you pay to restore systems quickly?

* What are typical regulatory fines for your industry?

Break unfamiliar risks into familiar components, then build
back up to the total picture.

Building your risk model step
by step
Let's walk through a practical example using ransomware—

one of the most material cyber risks most organizations face
today.

CYBERRESILIENCE.COM

resilience

STEP1

Identify the initiating event

Start with the primary event that kicks off your loss scenario.
For ransomware, this can be: "Does a material, reportable
ransomware event occur this year?"

Assign a probability based on industry data and your specific
risk factors. Let's use 2.5% annual probability as our
example. This means:

» 2.5% chance: Yes, a ransomware event occurs

« 97.5% chance: No event occurs (cost = $0)

STEP 2

Map the financial impact components

When a ransomware event does occur, you'll face multiple
types of costs:
* Business disruption: Lost revenue from downtime,
productivity impacts

» Data theft: Notification costs, regulatory fines, reputation
damage

» Extortion: Ransom payments, negotiation costs, legal
fees

STEP 3

Create three-point estimates for each
component
For each impact component, develop three scenarios using
what statisticians call a prediction interval:
» High case (P90): There's only a 10% chance the actual
cost would be higher than this

» Median case (P50): You'd bet 50/50 odds that the actual
cost would be higher or lower

* Low case (P10): There's only a 10% chance the actual
cost would be lower than this

Use a 30%-40%-30% probability distribution for these three
cases—this is a standard approach that works well in
practice.

Let's work through business disruption as an example:

High case (30% probability): 2,400 minutes of downtime
If your business generates $5,600 in value per minute of
operation, this scenario costs $13.4 million.

Low case (30% probability): 300 minutes of downtime At
the same per-minute rate, this scenario costs $1.7 million.

Median case (40% probability): 870 minutes of downtime
This middle scenario costs $4.9 million.
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STEP 4

Calculate expected values

Now for the math that makes your budget defensible:

Mean Event Loss (likelihood x impact) = (0.3 x
$13.4M) + (0.4 x $4.9M) + (0.3 x $1.7M) = $6.5M

Expected Annual Loss = 0.025 x $6.5M = $163K
per year

This $163K figure becomes your baseline for justifying
controls. Any security investment that costs less than $163K
annually and meaningfully reduces ransomware risk is
mathematically defensible.

Why order matters in estimation

Notice we calculated high case first, then low, then median.
This order helps you avoid common cognitive traps:

» Starting with the high case prevents wishful thinking
about "it won't be that bad"

» Doing outside edges first prevents anchoring on your first
guess and adjusting with arbitrary percentages

* This sequence controls for bias and avoids false
precision

Creating your compelling
business case

With solid risk quantification in hand, you're ready to build the
narrative that will win over finance teams.

Map capabilities to value creation

Start by identifying what needs protection—your value at
risk. Then work through this logical chain:

1. What specific capabilities do you need? (Based on
frameworks like NIST)

2. What do those capabilities achieve? (Threat mitigation,
compliance, etc.)

3. Why do those achievements matter? (Business
continuity, market access, etc.)

4. How do they support strategic objectives? (Revenue
protection, cost optimization, w3etc.)

For example:

* Endpoint detection and response enables rapid threat
containment which supports business continuity which
protects revenue streams and treasury integrity

 ldentity and access management enables insider risk
reduction and regulatory compliance which supports
operational efficiency and market access which drives
revenue maximization and cost optimization

CYBERRESILIENCE.COM
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Build multiple value pathways

Don't put all your eggs in one basket. Show how your
proposed controls support multiple business objectives:

The compliance pathway

Security controls — Regulatory compliance —
Trust and market access — Revenue enablement

The operational pathway

Security controls — Reduced incidents —
Business continuity — Optimized operations and
costs

The strategic pathway

Security controls — Risk reduction — Capital
efficiency — Shareholder value protection

This multi-pathway approach demonstrates that your
security investments deliver value even if some benefits
don't materialize as expected.

Communicate across business silos

Your risk quantification and value mapping exercises do
more than justify budget—they create a bridge between
security and finance teams. When you can show clear lines
of sight from security capabilities to business outcomes, you
enable productive conversations that were previously
impossible.

Finance teams often struggle to evaluate security requests
because they can't translate technical requirements into
business impact. By doing this translation work upfront, you
make their job easier and your budget more likely to get
approved.

Putting it all together:
Implementation best
practices

Prioritize based on expected annual loss

Once you've calculated expected annual losses for different
risk scenarios, you have a mathematically rigorous way to
prioritize your attention and budget. Focus first on the risks
with the highest expected losses, then work your way down
the list.

But remember the "flaw of averages"—don't rely solely on
expected values. If any high-case scenario exceeds about
15% of your total company asset value, that tail risk deserves
special attention regardless of probability. Some risks are so
catastrophic that even low-probability scenarios require
dedicated controls.
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Document your assumptions clearly

Your risk model is only as good as the assumptions
underlying it. Document:

* Where you got your probability estimates
* How you calculated per-minute business values
* What scenarios you included or excluded and why

* How you handled uncertainty and ranges

This documentation serves two purposes: it makes your
model defensible under scrutiny, and it enables you to refine
estimates as you gather more data.

Present with financial clarity

When presenting to finance teams, lead with the numbers
they care about:

» Expected annual losses by risk category
* Proposed control costs and expected risk reduction
* Return on security investment calculations

» Impact on the four fundamental business objectives

Save the technical details for appendices or follow-up
questions. Your main presentation should focus on business
value and financial impact.

Plan for iteration and improvement

Your first risk model won't be perfect, and that's okay. The
goal is to be approximately right rather than precisely wrong.
As you gather more data—from industry sources, actual
incidents, or near-misses—update your estimates and refine
your model.

This iterative approach demonstrates mature risk
management thinking and builds credibility with finance
teams who are used to refining forecasts based on new
information.

The strategic advantage of
speaking CFO language

When you master the art of building defensible cybersecurity
budgets, you gain more than just funding approval. You
position yourself as a strategic business partner who
understands how security enables organizational success.

This shift in perception opens doors:

» You get invited to strategic planning discussions
* Your voice carries more weight in business decisions
* You can proactively identify and address emerging risks

* You build credibility that makes future budget requests
easier

resilience

Most importantly, you help your organization make smarter
security investments based on actual risk and business
impact rather than fear and compliance checklists.

Your path forward

Building a defensible cybersecurity budget isn't about
gaming the system or manipulating numbers. It's about
bringing rigor, clarity, and business alignment to security
investment decisions. When you can demonstrate how
security controls support revenue generation, cost
optimization, capital efficiency, and treasury protection,
you're speaking the language that gets budgets approved.

The framework is straightforward:

1. Understand the four fundamental business
objectives that drive all financial decisions

2. Quantify your value at risk using decomposition
and three-point estimation

3. Calculate expected annual losses to prioritize
investments

4. Map security capabilities to business value
through multiple pathways

5. Present your case in financial terms with clear
documentation

The most successful security leaders aren't just technical
experts—they're business strategists who happen to focus
onrisk. By learning to build defensible budgets, you join their
ranks and give your organization the security investment it
deserves.

Remember: every dollar you spend on security should be a
dollar invested in business success. When you can prove
that connection with numbers, your budget stops being a
cost center and becomes a value creator. That's the
difference between getting by and getting ahead in
cybersecurity leadership.

This material is provided for informational purposes only. Accordingly, this material should not be viewed as a substitute for guidance and recommendations of a trained professional. Additionally,
Arceo Labs, Inc. d/b/a Resilience and its affiliates and subsidiaries (collectively, "Resilience") does not endorse any coverage, systems, processes, or protocols addressed herein. Any references to
non-Resilience Web sites are provided solely for convenience, and Resilience disclaims any responsibility with respect to such Websites. To the extent that this material contains any examples,
please note that they are for illustrative purposes only. Additionally, examples are not intended to establish any standard of care, to serve as legal advice appropriate for any factual situation, or to

provide an acknowledgment that any factual situation is covered by Resilience.
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